AN INTEGRATED PROGRESSIVE IMAGE CODING AND
WATERMARK SYSTEM

Houng-Jyh Wang and C.-C. Jay Kuo

Integrated Multimedia Systems Center
Department of Electrical Engineering-Systems
University of Southern California
Los Angeles, California 90089-2564
Email: {houngjyh,cckuo}@sipi.usc.edu

ABSTRACT

The design of an integrated image coding and water-
mark system with the wavelet transform is examined
in this work. First, the multi-threshold wavelet codec
(MTWC) is used to achieve the image compression pur-
pose. Unlike other embedded wavelet coders which use
a single initial threshold in their successive approxi-
mate quantization (SAQ), MTWC adopts different ini-
tial thresholds in different subbands. A superior rate-
distortion tradeoff is achieved by MTWC with a low
computational complexity. Then, a non-invertible pro-
gressive watermark scheme is incorporated in MTWC
for copyright protection. This watermark scheme uses
the user input data to produce a Gaussian distribution
pseduorandom watermark in the wavelet domain. The
performance of the proposed watermark technology is
supported by experimental results.

1. INTRODUCTION

The increased use of multimedia data through the In-
ternet makes information exchange fast and convenient.
Many large image files are being sent through the net-
work daily. The arise of embedded image codecs. which
compress and transmit images in a progressive fashion,
is crucial to this development. Besides, due to the open
environment of Internet downloading, copyright protec-
tion has been widely studied to prevent illegal distri-
bution of privately owned images. This need requires a
mature digital watermark technology. Our motivation
for this research is to integrate these two technologies
into a single system so that image compression and wa-
termark protection can be performed at the same time
to achieve secure and efficient image transmission.
Digital watermark algorithms have been widely in-
vestigated. Many software companies start to insert
the watermark in their products such as Photoshop and

Digimarc. In the international standard activities such
as JPEG 2000 and MPEG 4, the watermark technology
is also considered as an integral part of the standard
contributions. A good digital watermark algorithm
should be invisible and robust to different attacks, es-
pecially on the attack from compression. Moreover,
retrieval of the digital watermark can be used to iden-
tify the ownership and copyright unambiguously. Sev-
eral digital watermark algorithms have been proposed
with different contributions. Roughly speaking, these
contributions can be categorized according to their in-
serting/processing domain, hiding position and signal
type of the watermark.

In the proposed integrated system, the muiti-threshold

wavelet codec (MTWC) is used in the compression stage.
This new codec was motivated by a careful analysis
of the rate-distortion performance and the coding ef-
ficiency of existing embedded wavelet coders. Unlike
other embedded wavelet coders which use a single ini-
tial threshold in their successive approximate quanti-
zation (SAQ), MTWC uses different initial thresholds
in different subbands and applies a subband decision
scheme to decide which subband should be coded in
the successive subband quantization (SSQ). Then, a
non-invertible and progressive watermark scheme is in-
corporated into MTWC for copyright protection. This
watermark scheme uses the user input data to pro-
duce a Gaussian distribution pseduorandom watermark
which cannot be simulated easily. The subband deci-
sion scheme and SSQ in MTWC help to determine sig-
nificant coefficients for watermark insertion to reduce
the distortion created by the watermark while keeping
the maximum protection in watermark retrieval. The
spectral spectrum technology is applied to hide the wa-
termark so that the watermark can survive under dif-
ferent types of attack.

The paper is organized as follows. The compres-



sion algorithm MTWC and the watermark algorithm
are described in Sections 2 and 3, respectively. The
blockdiagram of the entire system and the function of
each module are presented in Section 4. Preliminary
experimental results are shown in Section 5. Finally,
concluding remarks are given in Section 6.

2. REVIEW OF EMBEDDED WAVELET
CODEC

The new embedded wavelet image codec, known as the
multi-threshold wavelet codec (MTWC), was described
in detail in [4]. This algorithm will be repeated here
due to the space constraint. Instead, we will highlight
several unique features of MTWC in comparison with
other existing embedded wavelet coders below.

Its first distinct feature lies in the use of multi-
ple quantization thresholds. In all current embedded
wavelet codecs such as EZW, LZC, modified LZC and
SPIHT, a single initial quantization threshold is ap-
plied to wavelet coefficients for all subbands and re-
fined successively. However, the maximum magnitude
of wavelet coefficients varies significantly from bands
to bands in most typical images. For example, coeffi-
cients in lower frequency bands tend to have a higher
magnitude while coefficients in higher frequency bands
have a smaller magnitude in natural images. With a
single initial quantization threshold, it is common to
generate a lot of zeros in high frequency bands at first
several quantization steps. However, these zero bits can
be avoided. if these coeflicients are quantized only at a
later stage with a smaller initial quantization threshold.
In MTWC, different initial threshold values are chosen
with respect to different subbands. The coding of mul-
tiple initial threshold values creates negligible overhead
information. We developed a simple subband decision
rule, which selects the subband with the current max-
imum threshold for quantization. With this decision
rule. the encoder and the decoder can work in a co-
ordinated way in determining the proper quantization
order with respect to these subbands.

The second feature is the rearrangement of signifi-
cant and refinement maps at different quantization lev-
els. In traditional embedded wavelet coders, the sig-
nificant map, which consists of significance identifica-
tion bits, is sent first followed by the refinement map,
which consists of refinement bits of the same quanti-
zation level. By studying the coding efficiency of sig-
nificant and refine maps in SAQ, we found that it is
advantageous not to send the refinement map immedi-
ately after its significant map. Instead, we may want to
send the significant map of other subbands to achieve a
better performance. The subband quantization/coding

sequence is actually determined by a new rule. That
1s, once we return to the same subband visited before,
we should send the refinement map and followed by its
significant map of the next level. This is called the R-S
(Refinement-Significant) map coding.

3. DIGITAL WATERMARK

Our goal in this research is to provide an integrated sys-
tem with applications for image transmission over the
network. Thus, it is important to have the progres-
sive property both in compression and watermark. We
choose the spectral domain to be the processing domain
for watermark insertion. Moreover, it 1s important to
use the same transform as used in compression. Pre-
vious work considers watermark insertion either in the
spatial domain or in the DCT domain. We propose a
watermark technology in the wavelet domain so that
it can conveniently incorporated in our MTWC com-
pression algorithm. Under this principle, we preserve
the perceptual significant bit selection scheme, subband
decision and SSQ from MTWC and insert the water-
mark in the significant coefficient. The basic idea is to
keep the progressive property of MTWC, and the re-
trieved watermark strength increases with more coded
bitstreams received.

The proposed embedded digital watermark can hide
user’s special key (ID) in the image to give the author-
ity and copyright protection. However, a good water-
mark should not only be invisible to human eyes but
also robust under different attacks. They include low
bit rate compression, filtering and geometric transfor-
mation etc. Moreover, it should be unambiguous on
the identification of watermark retrieval. Cox et al. [6]
proposed a spectral spectrum digital watermark tech-
nology in the DCT domain, which can survive under
the JPEG compression with quality factor equal 0.05
(or around equal to 50:1 compression ratio ). Our wa-
termark technology is a generalization of Cox’s work,
which is can be applied in association with different
transforms e.g. Discrete Cosine Transform (DCT), Dis-
crete Wavelet Transform (DWT) and Wavelet Packet
(WP) etc. It is a non-invertible watermark scheme that
can prevent the attack by creating a faked original im-
age.

The watermark is generated as follows. Any en-
tropy coder can be used to compress user input data
(i.e. the user key) to a uniformly distributed coded
bitstream. The bitstream are then converted to a pse-
duorandom sequence of the Gaussian density via Box-
Muller’s transform. The user input data can be depen-
dent or independent of the image to be protected. For
example, it can be text, image or audio data. One ad-



vantage of using user input data is to create the random
msenmg Sl(ippiﬁs sequeince and form a non-invertible

watermark scheme. Consequently, the attacker can-

not create a faked nnmnal without the user l(p\' even

though the proposed wat_e_rmark algorithm is known to
the public. The insertion of the digital watermark into
MTWC is described in the blockdiagram given in the
next section.

The block diagram of MTWC is shown in Figure 1.
The precise description of each module of the proposed
MTWC is detailed below.

RGB to YUYV conversion. Use the CCIR 601 stan-
dard to convert RGB component to YUV component.
For low bit rate compression, we perform Y:U:V=4:1:1

CoOnversion.

YUYV resource arrangement. The bit resource is al-
located a_cr;ol_-dmu to the YUV component, size. For ex-
ample, for a low bit rate compression with Y:U:V=4:1:1
conversion, we assign 4B/6 output bytes to Y compo-
nent and B/6 bytes to U and V components, where B
is the desired total output bytes.

Image transform. The discrete wavelet transform
{DWT) is chosen in our current implementation. How-
ever, the above block diagram allows the use of other
transforms such as the discrete cosine transform (DCT)
and the wavelet packet transform (WP) as well.
Subband grouping. Coefficients with the same spec-

tnal 1nd; are ned + th to f
trai indices are groupeda togeiner 1o iorm a subband.

For DWT and WP, coefficients are already grouped
into different subbands so that there is no extra work
needed. For 8-by-8 block DCT, all DC terms are grouped
to form the DC subband, AC terms from different spa-
tial blocks but with the same frequency indices are
grouped to form an AC band. As a result, we obtain
64 subbands with the same size.

Subband decision scheme. The maximum magni-
tude of coefficients in each subband is used as the ini-
tial quantization threshold for coefficients in that sub-
band. Once coeflicients in the subband are quamizeu

the corresponding threshold value is halved. The sub-

band decision scheme alwavs chooses the subband with
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the maximum threshold value for quantization.
Successive subband quantization (SSQ). Succes-
sive approximation quantization (SAQ) and R-S map
coding are applied to coefficients of one subband one
time.

R-S map coding. Bits are classified to significant
and refinement bits. The transmission of k** refine-
ment map of subband i is followed immediately by the

; clevation map,

i Scanned medical,
| remote sensing,
| compound, SAR,

. fingerprint images

Figure 1: The blockdiagram of proposed integrated sys-
tem of compression and watermarking.

transmission of (k + 1)”‘ significant map of subband i.
Entropy coder stage. Any efficient binary entropy
coder can be applied, e.g. JBIG, binary Arithmetic
coder and even the JBIG-2 under development. The
context-based QM coder is adopted in our implemen-
tation.

User input key data. The user input data is a set of
dummy data which is used to created the digital wa-
termark key These input data may or may not have

dlly lCldhlUllElllP Wll:ll bllC PlUlJCLbCU lllCU.ld [‘Ul exaiii-
ple, it could be the image to be compressed itself, au-
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dummy data.
Watermark generator. Watermark generator uses
entropy coder to compress the user input key data to
uniform distribution symbol and then apply the Box-
Muller’s transform to generate the broadband water-
mark.

Ki = /-2nEicos(2rEiy4N)
where K; is the Gaussian distribution sequence, F; is
the uniform distribution sequence and N is the number
of watermark.
Watermark insert controller. The watermark in-
sert controller adds the watermark into the significant
pixel selected by subband decision scheme and SSQ.
Moreover, the controller uses the N bits data in the
generated uniform symbol as the significant pixel skip-
ping interval between two watermarks to form a non-
invertible watermark scheme.

The PSNR performance comparison between MTWC,
EZW and SPIHT at several bit rates are given in Ta-
bles 1 and 2 for the Lena and Barbara images, respec-
tively. MTWC out-performs EZW and SPIHT in most



bpp 10 | 05 | 025 | 0.125 ] 0.0625
SPIHT | 40.40 | 37.21 | 34.11 | 31.09 | 28.36
EZW | 39.61 | 36.43 | 33.55 | 30.70 | 28.36
MTWC | 40.39 | 37.23 | 34.22 | 31.18 | 28.43

Table 1: The PSNR performance comparison of the
Lena image.

bpp 10 | 05 | 025 ] 0.125 | 0.0625
SPIHT | 36.42 | 31.39 | 27.58 | 24.85 | 23.35
EZW | 34.80 | 20.88 | 26.96 | 24.74 | 23.32
MTWC | 36.54 | 31.51 | 27.59 | 25.14 | 23.37

Table 2: The PSNR performance comparison of the
Barbara image.

cases. In addition to the superior rate- distortion per-
formance, MTWC has two additional advantages [4].
First, it has a lower computational complexity. Second,
its coding performance is more robust with respect to
the choice of different wavelet bases. It is well known
that the 9-7 biorthogonal wavelet transform provides
the best compression result for almost every known
wavelet coder. The compression performance degrades
significantly if other bases (say, the Haar or the orthog-
onal Daubechies bases) were used in these coders. It
was observed from experiments that the performance
degradation of MTWC is much smaller by choosing
other wavelet bases. In other words, MTWC is more
robust with the choice of different transforms.

The second experiment is used to show the robust-
ness of the digital watermark under various attacks.
Consider the test Lena image inserted with 1000 broad-
band watermarks. The peak signal noise ratio (PSNR)
of the protected image is around 50 dB. The protected
image still survives under a wavelet-based compression
with 160:1 compression ratio as shown in Figure 2 (a).
We also demonstrate watermark retrieval results after
edge enhancement, noise adding and crop attacks as
shown in Figures 2 (b)-(d).

6. CONCLUSION

An integrated image coding and watermark system based
on the wavelet transform was proposed. The multi-
threshold wavelet codec (MTWC) is used for compres-
sion while a non-invertible progressive watermark scheme
is incorporated in MTWC for copyright protection. The
performance of the proposed watermark technology was
demonstrated with experimental results.
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Figure 2: Watermark retrieval of the 512x512 gray-
level Lena image with attacks: (a) 160:1 compression
(b) edge enhancement (c) noise adding and (d) crop in
the center

7. REFERENCES

{1] A. Said and W. A. Pearlman, “A new, fast, and
efficient image codec based on set partitioning in
hierarchical trees”, IFEE Trans. on Circuils and
Systems for Video Technology, Vol. 6, No. 3, pp.
243-250, June 1996.

[2] J. Shapiro, “Embedded image coding using ze-
rotrees of wavelet coefficients,” IEEE Trans. on Sig-
nal Processing, Vol. 41, No. 12, pp. 3445-3462, Dec.
1993.

{3] D. Taubman and A. Zakhor, “Multirate 3-D sub-
band coding of video,” IEEE Trans. on Image Pro-
cessing, Vol. 3, No. 5, pp. 572-588, Sep. 1994.

{4] H. Wang and C.-C. Jay Kuo, “High Fidelity Im-
age Compression with Multithreshold Wavelet Cod-
ing (MTWC)”, Conference on “Application of Digi-
tal Image Processing XX”, SPIE’s Annual Meeting,
San Diego, CA, July 27 - Aug. 1, 1997.

[5] Scott Craver, N. Mermon, B. Yeo and M. Yeung,
“Can Invisible Watermark Resolve Rightful Owen-
ships?”, IBM Research Report, July 25 1996.

(6] I. J. Cox, J. Kilian, T. Leighton and T. Shamoon,
“Secure Spread Spectrum Watermarking for Multi-
media”, NEC Research Institute, Technical Report
95-10.



