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ABSTRACT and frequency spread of the watermark within the host image to

We present a novel technique for the digital watermarking of still Provide robustness against widely varying signal distortions such
images based on the concept of multiresolution wavelet fusion. & cropping and filtering. This work is a more practical extension
The algorithm is robust to a variety of signal distortions. The orig- Of our previous research on watermarking using multiresolution
inal unmarked image is not required for watermark extraction. We Wavelet data fusion [3, 4].

provide analysis to describe the behaviour of the method for vary-  In the next section we introduce the proposed method for dig-
ing system parameter values. We compare our approach with anital watermarking. In Section 3, we provide analysis to estimate
other transform domain watermarking method. Simulation results the probabilities of false positives and false negatives for water-
show the superior performance of the technique and demonstraténark detection as a function of the algorithm parameters. Simula-

its potential for the robust watermarking of photographic imagery. tion results are given in Section 4 in which a comparison is made
with another multiresolution wavelet-based technique. We provide

1 INTRODUCTION concluding remarks and a discussion in Section 5.

In recent years there has been growing interest in developing ef- 2. PROPOSED WATERMARKING TECHNIQUE

fective techniques to discourage the unauthorized duplication of

digital data. The technology designed to make electronic publish- |n this section we discuss some motivating factors in the design
ing feasible has also increased the threat of intellectual propertyof our approach to watermarking. Research into human percep-

theft. One approach to address the problem is callgial wa- tion indicates that the retina of the eye splits an image into sev-
termarking Digital watermarking is the imperceptible marking of  eral frequency channels each spanning a bandwidth of approxi-
multimedia data to “brand” ownership. mately one octave. The signals in these channels are processed
The process of digital watermarking involves the modification independently. Similarly, in a multiresolution decomposition, the
of the original multimedia data to embedwatermarkcontaining image is separated into bands of approximately equal bandwidth

key information such as authentication or copyright codes. The on a logarithmic scale. It is therefore expected that use of the dis-
embedding method must leave the original data perceptually un-crete wavelet transform will allow the independent processing of
changed, yet should impose modifications which can be detectedthe resulting components without significant perceptible interac-
by using an appropriate extraction algorithm. Common types of tion between them, and hence make the process of imperceptible
signals to watermark are images, music clips and digital video. In marking more effective. For this reason, the wavelet decomposi-
this paper we concentrate on the application of digital watermark- tion is commonly used for tHeisionof images. Fusion is a sensor-
ing to still images. The major technical challenge is to design a data-compressed information problem in which several signals are
highly robust digital watermarking technique, which discourages merged into one. Since digital watermarking involves the merging
copyright infringement by making the process of watermarking re- of a watermark with a host signal it follows that wavelets are attrac-
moval tedious and costly [7]. tive for the watermarking of images. The localization of the wa-
Current techniques described in the literature for the water- termark at high resolutions provides the ability to identify distinct
marking of images can be grouped into two classes: transformregions of the watermarked image which have undergone tamper-
domain methods [2, 5] which embed the data by modulating the ing, and the global spreading of the watermark at low resolutions
transform domain coefficients and spatial domain techniques [1, 6]within the host makes it robust to large-scale signal distortions.
which embed the data by directly modifying the pixel values of |n addition, the technique is “unsupervised” since the host image
the original image. We propose a transform domain technique s not required for watermark extraction. The combined result of
which shows greater robustness to common signal distortions. Thethese factors makes the proposed method promising for practical
fundamental advantage of our wavelet-based technique lies in theyse.
method used to embed the watermark in each of the resolution lev-

els. The approach provides the simultaneous spatial localization .
2.1. The Architecture

This work was supported by the Natural Sciences and Engineering ) L . .
Research Council (NSERC) of Canada and by Communications and Infor-We assume for simplicity that the binary watermark is of length
mation Technology Ontario (CITO). N,, and consists of elements from the §etl, 1}. We refer to the
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Figure 1: The proposed watermarking method.
original imagef in which we embed the watermark as thest im- TO EMBED THE WATERMARK EXAMPLE, Q=4
age We embed the watermark into the detail wavelet coefficients ; (mn) ;
of the host image with the use of a key. This key is randomly K!* e (M)
generated and is used to select the exact locations in the wavelet ! ! !
domain in which to embed the watermark. For each coefficient ‘ I 1 I 1 I 1 I

within the wavelet domain, the key has a corresponding value of
one or zero to indicate if the coefficient is to be marked or not, re-
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spectively. The number of ones in the key must be greater or equal RANGE OF VALUES BETWEEN

to the size of the watermark. The watermark values are repeatedly

MINIMUM AND MAXIMUM

embedded in different coefficients selected by the key if the length COEFFICIENTS

of the watermark is less than the number of ones in the key.

The technique is comprised of the three stages described be
low:

Stage I: Compute thelth-level discrete wavelet decomposi-
tion of the host image to produce a sequencglofietailimages,
corresponding to the horizontal, vertical and diagonal details at
each of theL resolution levels, and a gross approximation of the
image at the coarsest resolution level. We denotétheletail im-
age component at tHéh resolution level of the host b, ;(m, n)
wherek = h,v,d (which stands for “horizontal”, “vertical” and
“diagonal”, detail coefficients, respectively) afd= 1,..., L.
The gross approximation is representedfby. (m, n).

Stage II: Consider each resolution levkland coefficient lo-
cation (m,n). If the associated value of the keyis one then
proceed as follows. Otherwise do not embed a mark.

1. Sortthe detail coefficients in ascending order sofhat(m, n),
fr2,1(m,n), and frs,;(m,n) are coefficients such that
frr(m,n) < frai(m,n) < frai(m,n), (1)

wherekl, k2, k3 € {h,v,d} andkl, k2, k3 are distinct.

. To embed the watermark, quantifg ;(m,n) as shown
in Figure 2. The range of values betwegn ;(m,n) and
fr3,1(m,n) is divided into bins of width

_ frzi(m,n) = fri(m,n)
A= 20 -1

where( is a user-defined variable. To embed a watermark
bit of value one, fr2,(m, n) is quantized to the nearest
value shown with bold vertical bars in Figure 2. Alterna-
tively, to embed a negative ong,» ;(m,n) is quantized to
the nearest value shown by dashed vertical lines.

; @)

Stage IlI: The correspondind.th level inverse wavelet trans-
form the fused image components is computed to form the water-
marked image.

The method is shown in Figure 1. The paraméeis user-

defined and is set to establish an appropriate trade-off between the

visibility and robustness of the watermark. A larger value(bf
will make the quantization process of Stage Il finer which reduces

Figure 2: Quantization process to embed the binary watermark.

The middle wavelet coefficienfy.» ; (m, n) must be quantized to
the nearest vertical bold bar line to embed a one and to the nearest
dashed line to embed a negative one.

the possibility of visual degradation, but which can make the wa-
termark extraction less accurate in the face of attack.

An attacker cannot easily determine the exact key given a wa-
termarked image if the specific wavelet transform used in the de-
composition of Step | is kept a secret ads unknown. There-
fore, itis not be possible to use the relative value of the coefficients
to determine the watermark locations and hence destroy th mark
by randomly changing the coefficient values by small amounts. To
destroy the watermark for certain, all of the coefficient values may
have to be randomly changed which can cause visible degradation
in the image and make the image useless to the attacker.

2.2. Watermark Extraction and Detection

The objective of the watermark extraction process is to reliably ob-
tain an estimate of the original watermark from a possibly distorted
version of the watermarked image. The detection process requires
knowledge of the watermario(m,n) and the keyx(m,n). We
represent the image for which we wish to apply the extraction pro-
cess byr(m,n).

The first step involves applying afith level discrete wavelet
decomposition on the imagém, n). We letr; ;(m, n) be thekth
detail image component of tlith resolution level of-(m, n).

We then make use of the keyto find the locations in which
the watermark was embedded for each resolution levéle ex-
tract the watermark from these coefficients as follows:

1. Order the detail coefficients in ascending order as before so
that

@)

wherekl, k2, k3 € {h,v,d} andkl, k2, k3 are distinct.

rr1i(m,n) < rpoi(m,n) < resg(m,n),



2. Estimate the watermark bit value from the relative position whereP{}" k(n) = —N, +2m|no mark} is the probability that
of rr2,;(m,n). Using the same constat as for embed-  the series{k(n)} containsm ones andV,, — m negative ones.
ding, a particular watermark bit is determined by finding the Therefore,

N,

closest quantized value (shown in Figure 2)te;(m,n)
N,
P{> k(n)
wherepg is the probability that(n) = —1 and < n;“

and determining if this quantized value was used to embed N, 4+ 2m|mn;k} _ (7;;

aone or a negative one.

. If the watermark had been embedded in different locations
several times, then the most common bit value extracted is
assigned for the estimated watermark. If an equal number
of ones and negative ones were extracted, then a random rnel_— . Since we are given that no watermark is embedded

mI(Ny—m)! '

gyess is made to i.ts value. _ _ we can assume that the extracted marikconsists of a series of
A given watermark is detected if the correlation of the ex- random independent equally probable values from thé-set1}.
tracted watermark with the given watermark is above a pre-specifiedthus,p; = 0.5. Substituting into Equations (9) and (10),

Nyw—m

P

(1-pe)™
(10)

Noy!

threshold. More precisely, the watermark detection condition is
given by

Sy WU DN S
V2w )/ @?(n)
wherew is the given watermarkp is the extracted one, afidis a

pre-specified threshold. The quantitfw, w) is know as theor-
relation coefficienbetween the given and extracted watermarks.

p(w, W)

Unless otherwise stated, all summations of Equation 4 and in the

next section have index and range from 1 tév,,.

3. ANALYSIS

We provide analysis to estimate the probability of a false positive
(i.e., false watermark detection) and the probability of a false neg-
ative (i.e., failure to detect an existing watermark) for our proposed
technigue. We define the probability of false watermark detection
as

pr = P{p(w7ﬁ)) 2 T|n0 mar@a (5)
where P{A|B} is the probability of eventd given eventB. We
can rewritep(w, W) as
_ Swmam

V2 w(n)/3 @2 (n)

sincew(n) andw(n) are either one or negative one, and subse-
quentlyw?(n) = @*(n) = 1.

Let pr be the probability of bit error during extraction. A
bit error occurs wheno(n) # w(n) or more specifically, when
w(n) = —w(n) (sincew(n),w(n) € {—1,1}). If we letk(n) =
w(n)w(n), thenk(n) = —1 indicates a bit error ané(n) = 1
indicates no error. We may rewrite our expressionspfand Py,
in terms ofk(n) as

_ 2 w(n)i(n)
N )

p(w, w) (6)

S w(n)i(n) _ Y k(n)

Ny Ny

p(w, ) = ()

and
Py, = P{) _ k(n) > N,T|no mark, ®)

respectively. Sincé(n) € {—1,1}, it can be shown tha}  k(n)
must take on discrete values from thesetVy,, —Nw+2, — N+

4,...,Ny —4,Ny — 2, Ny}, 0r Y k(n) = —Ny + 2m, where
m=0,1,...,Ny,. Thus, we find that
Py, = P{Z k(n) > NyT|no mark

N

> P kn)

m=[Nuw(T+1)/2]

—Ny + 2m|no mark},(9)

N

2

m=[Nuw(T+1)/2]

Ppp = (11)

(Nw) 0.5
m

Similar analysis can be performed to compute the probability
of false negative, which is defined as

Py, = P{p(w,w) < T|watermarkw is embeddefl  (12)

If we can model the effects of image distortion on the extracted

watermark as additive white Gaussian noise with variaricehen
we can approximate the probability of false negative as

[Nw(T+1)/2]-1

P W) [0t ()]
R > ™ 0 yo
[12Q—1erfc<§>:| , (13)
Q 4o

where erf¢-) is the standard complementary error function and
A is the average value ak over all the wavelet coefficients for a
given image.

Given a desired probability of false alarm, we can set the thresh-
old T using Equation (11). As the length of the watermark in-
creases, the probability of false detection decreases for a fixed
threshold. Similarly, increasingv,, will reduce the probability
of false negativePy,,. It should be noted that there is a trade-off
with respect to the choice @. An increase iff” will reduce Py,
but will increasePs,, and vice versa for a reduction ii. The
choice of the threshold should be a functionéf, and must be
application-dependent.

4. SIMULATION RESULTS

We demonstrate the robustness of the proposed watermarking al-
gorithm by investigating the effects of image distortion on the cor-
relation between the original and extracted watermark. We com-
pare the performance of the algorithm with another wavelet-based
technique by Ohnishi and Matsui [5]. The algorithm, which is sim-
ilar to the proposed technique, was developed independently and
embeds the watermark in different resolutions of the host image.
The Haar wavelet is used to produce the coefficients. The most
significant difference between the two methods lies in the merging
stage of the watermark. In [5] the authors mark the host by forcing
the modulo 2 difference between the largest and smallest wavelet
coefficients for a particular position and resolution level to be one
if w(n) = 1 and to be zero ifv(n) = —1.



The image “barb” was watermarked with a 256 length ran- Detector Response to Mean Filtering

domly generated binary watermark using our algorithm \@tk= 1

4 and the Daubechies 10-pt wavelet. For comparison the host im- = S\

age was also watermarked with the same 256 length binary water- 2081\ N

mark using the method in [5]. Neither process created visible ar- £ N

tifacts or changes in the marked result. Both watermarked images §06f N

were distorted in turn by mean filtering, median filtering, JPEG 5 *\

compression, additive white Gaussian noise, cropping and scaling. = 0.4f \

The results op(w, w) upon watermark extraction for mean filter- © AN

ing as a function of thé/ x M filter size, JPEG compression as 8 0.2y \\ RN

a function of compression ratio and additive noise as a function of - — ~ .

signal-to-noise ratio (SNR) are shown in Figure 3. 0 2 4 6 s 10
To investigate the effect of embedding the watermark within Filter Size, M

the different resolution levels, two methods of extraction were em-
ployed. In the first instance, the watermark was extracted from all

Detector Response to JPEG Compression

resolution levels and the most common bit value was assigned to - ! '
the extracted watermark. In the second (novel) approach, the wa- S
. 20.8

termark was extracted from the coarsest resolution level only. The L2
results for extraction from all resolution levels is shown using the § 06!
solid lines in Figure 3 and the results of extraction from the lowest (Ol
resolution level are presented with dashed lines. The plots with the Sl
wyn . =04
+” symbols are the results for the proposed technique and the re- ]
maining plots show the performance of the technique in [5]. In all g

. o . . 5 0.2
cases, the correlation coefficient of the proposed technique is much 5]
higher than that for the method by Ohnishi and Matsui which sug- R~

10 20
Compression Ratio

gests that the proposed algorithm is more robust to common sig-
nal distortions. The most dramatic difference between the two re-

sults occurred for distortion by additive white Gaussian noise. The Detector Response to Additive Gaussian Noise

simulations indicate that for specific types of distortion, extrac- 1 :
tion from the lowest resolution level gives superior results. Future - - Z
work will involve the design of an appropriate receiver structure & 08l /
which weights the extracted watermark from each resolution level £ //
appropriately to make extraction more accurate. So6l /
p K
5. CONCLUSIONS 2 0.4 /
. , . I e
We proposed a robust multiresolution wavelet-based digital water- 5 0.21 ,
marking method which shows superior performance to an existing © ,/ e
technique of its class. Analysis is provided to compute the prob- 0= + N
ability of false positive and false negative results; the expressions 0 10 é?\lR ( d:g; 40

suggest that increasing the length of the watermark can reduce the

probability of detection error. Simulation results demonstrate the | . o .

robustness of the approach to common signal distortions. Figure 3: Results for linear mean filtering, JPEG compression and
Future work concentrates on coding strategies to reduce thedditive noise. The plots with the “+" symbols are the correlation

extracted watermark bit error and modification of the embedding "eSults for the proposed method; the remaining results are for the
technique to combat the multiple watermarking problem. method in [5]. The solid and dashed lines correspond to the extrac-

tion from all resolution levels and the lowest resolution for each of

the methods, respectively.
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